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Lecture 1 - January 6
Syllabus & Introduction

Safety-Critical Systems

Verification vs. Validation

Theorem Proving vs. Model Checking
TLA+



Course Learning Outcomes (CLOS)

CLo1 | Explain the importance of|safety, mission-,| business-, and security-critical systems.

CLO2 | Demonstrate knowledge of the importance of good software engineering practices for

critical systems. fd' ,é/ SR ,,émm'/ WPM

=

CL03| Use rigorous software engineering methods to develop dependable software applications
that are accompanied by] certification evidence|for their safety and correctness.

CLo4 | Demonstrate knowledge of the method and tools using deductive approaches (such as

theorem proving).

CLO5 | Demonstrate knowledge of methods and tools for algorithmic approaches (such as model

checking, bounded satisfiability) etc.

CLO6 | Demonstrate knowledge of the theory underlying deductive and algorithmic approaches.

CLO7| Use industrial strength tools associated with the methods on large systems.
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REJECTIONS
SACRIFICES
DISCIPLINE
CRITICISM
DOUBTS
FAILURE
RISKS

General Tips about Success
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Lecture 2 - Janhuary 8
Introduction
Labl Guidance

Verification vs. Validation
Mission- vs. Safety-Critical Systems



Announcements/Reminders

e Labl released

® Scheduled lab session tomorrow at 9am

e Office Hours: 3pm to 4pm, Mon/Tue/Wed/Thu
¢ Trial attendance check via iClicker today!

e Slides on Math Review (Predicates) posted

e Notes template posted

e Monday lecture venue (R N203) unchanged



3L

= 12
ﬁcc_e{ywlt@_, betonn » /I =

(1) el oF e guwenents 470 Lj
- U 40"?‘ T a f”Fe&nf &fw;.
@ [pec]~ » Sljdec Lo eg?

@) Ubitfrogtin oF Implemmfaffa/l
F L 1o Tt \31,9[04 to a7



Goals: Verification vs. Validation
L&
* &mplementation (Java, Python)

¢ Requirements Document (Natural Language)
e Validity: Ambiguity, Incompleteness, Contradiction
e Compiler Technology (e.g., ANTLR4 @ EECS4302)

Challenge: Incompatible Semantic Domains

Commuting_Diagram

,pa’((?’o
I_':Flemmfk(’to/\ (=t 2 %
LS R N Y V| m t
| |Joa, Bt > g Vovanent | “ pwr

4 : P : /m. “ , fhtai -\ ----- : ~ t
0% | el viotkl py-2202 -._Z.’f“ﬁe;ﬁ,i’ﬁm_?’?ﬂ /117> Bk et




Mission-Critical vs. Safety-Critical

Safety critical

When defining safety critical it is ben-
eficial to look at the definition of each
word independently. Safety typically
refers to being free from danger, injury,
or loss. In the commercial and military
industries this applies most directly to
human life.( Critical refers to a task
that must be successfully completed
to ensure that a larger, more complex
operation succeeds. Failure to com-
plete this task compromises the integ-
rity of the entire operation. Therefore
a safety-critical application for an
RTOS implies that execution failure
or faulty execution by the operating
system could result in injury or loss of
human life.

Safety-critical systems demand soft-
ware that has been developed using a
well-defined, mature software devel-
opment process focused on producing
quality software. For this very reason

the DO-178B specification was cre-
ated. DO-178B defines the guidelines
for development of aviation software
in the USA. Developed by the Radio
Technical Commission for Aeronautics
(RTCA), the DO-178B standard is a
set of guidelines for the production of
software for airborne systems. There

are multiple criticality levels for this
software (A, B, C, D, and E).

These levels correspond to the conse-
quences of a software failure:

| Level A is catastrophic
M| Level B is hazardous/severé [N 7[0\

H| Level C is major
M Level D is minor
M Level E is no effect

Safety-critical software is typically
DO-178B level A or B. At these higher
levels of software criticality the soft-
ware objectives defined by DO-178B
must be reviewed by an independent
party and undergo more rigorous test-
ing. Typical safety-critical applications
include both military and commercial

ﬂight, and engine controls.

Mission critical

A mission refers to an operation or
task that is assigned by a higher author-
ity. Therefore a mission-critical ap-
plication for an RTOS implies that a
failure by the operating system will
prevent a task or operation from being
performed, possibly preventing suc-
cessful completion of the operation as
a whole.

Mission-critical systems must also be
developed using well-defined, mature

software development processes. There-
fore they also are subjected to the
rigors of DO-178B. However, unlike
safety-critical applications, mission-
critical software is typically DO-178B
level C or D. Mission-critical systems
only need to meet the lower criticality
levels set forth by the DO-178B speci-
fication.

Generally mission-critical applications
include navigation systems, avionics
display systems, and mission command
and control.
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Lecture 3 - January 13
Introduction

Software Development Process
Assurance Cases

Correct by Construction

State Space

Counter Problem: Theorem Proving



Announcements/Reminders

e Labl released
e Office Hours: 3pm to 4pm, Mon/Tue/Wed/Thu
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Software Development Process

s th ede o o]

/lzegumm-r - Natural Language A, ! A(f Y '% Aﬁf( =5
6 (incomplete, ambiguous, contradicting) /f

- Requirement Elicitation

’VEQIM - Blueprints

- Not necessarily executable & testable
7% ', % |
\o\ - API Given
2 I"‘YLEMWTATIO&’ - Efficient (data structures & algorithms)

6 - Unit Tests ¥~

- Customers Acceptance

“Terease _ Recall?




Systems: Assurance Cases

Certifying

Research on “Assurance Cases

"

if interested!

Research

military operations

Ntet

Do oot This di fo
Source Document: The system of systems iagram focuses
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Argument
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Claim

Sub-claim 1
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software and protocol Evd preliminary requirements are components within of SoS secrity Information to be preliminary Timelines are Reaults of Modeling
stack conform to the Architecture field tests identified the design are features is exchanged is field tests defined preliminary &
B relevant standards evaluation and adequately across consistent across adequately planned defined and field tests simulation '
resuts experiments the SoS the SoS and resourced and restits
experiments

Ev Eve Evit - 1
Evi Test Requirements Ev7 ee Ew Requirements, et
Architecture plans/results database Architecture Architecture. Test database
documents related to showing and evaluation plans and showing applicable
security design descriptions information ‘P" - i
compliance requirements documents transers imelines

Source: h

er/2009_019

001

29066

pdf




Qqswame (0 o Bulge loncolley S¢| A SCZ2i= C

L U
BL & ¢ 4 we (o
V d“ ) \m / \‘ 4,4)9/81@4 Z
/ vﬁ‘f X afe e#\(czm{
5 A:ﬂﬂwt‘{'/a/l \ Tw\‘/
|
xefﬂfwm{ 90%;;%{ ﬁfb E:st
A ot ( o )
o 04({’7(0[ ﬁw

o ! ( :
(fP®) il o o)



Ho no: 2 fvale, ot oty ll otk

Correct by Construction
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Correct by Construction: Bridge Controller System

Island
and
bridge
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Exercise: Theorem Proving vs. Model Checking

Variable: state Syt
An integer|counter ¢

Safety Constraints:
MIN_VALUE <= ¢ <= MAX_VALUE

Unconditional Update:

init: initializes ¢ as|zero
Conditional Updates: L2 X

inc: increments c 2
M
dec: decrements ¢ e
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Lecture 4 - January 15
Introduction, Math Review
Counter Problem: Model Checking

Reachability Graph
Commutativity vs. Short-Circuit Eval.



Announcements/Reminders

e Labl released

e TA contact information (on-demand for labs) on eClass
e I will attend tomorrows scheduled lab session

e Office Hours: 3pm to 4pm, Mon/Tue/Wed/Thu
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Model Checking: Algorithmic Approach vial Exhaustive |Search

Invariant: 0 2V F‘maﬂ@v statl S jp‘@ sthodlol Le:
MIN_VALUE |<= ¢ <=[MAX_VALUE ?:52 Joerth Q) W?‘f’
Definition: A reachability graph includes all states reachable, @ /ma//é(

via occurrences of enabled events, from the initial state.
Q: Given variables, the initial state, and the set of possible events,
how can a RG be automatically generated?
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/
TLA+ Toolbox &‘k‘iﬁd /X

TLA + (Temporal Logic of Actions) is a high-level language for modeling
programs and systems—especially concurrent and distributed ones.
It's based on the idea that the best way to describe things precisely is with

simple mathematics.
TLA+ and its tools are useful for eliminating fundamental design errors,
which are hard to find and expensive to correct in code.

TLA+ is a language for modeling software above the code level and
hardware above the circuit level.

It has an IDE (Integrated Development Environment) for writing models and
running tools to check them. The tool most commonly used by engineers is
the TLC model checker, but there is also a proof checker.

TLA+ is based on mathematics and does not resemble any programming

language. Most engineers will find | PlusCal|, described below, to be the
easiest way to/start using TLA+.
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Lecture 5 - January 2

Math Review

Formulating the Model Checking Problem
Describing Implications
Theorems of Propositional Logic



Announcements/Reminders

e Lab1l due this Thursday (Jan 23)
e TA contact information (on-demand for labs) on eClass
e Office Hours: 3pm to 4pm, Mon/Tue/Wed/Thu
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Lecture 6 - January 22
Math Review

v vs. 1: Syntax, Meaning, Examples
v vs. 31: Proof Strategies
Switching between v and 3



Announcements/Reminders

e Labl due tomorrow (Jan 23)

e Lab2 to be released next week (by Monday’s class)

e TA contact information (on-demand for labs) on eClass
e Office Hours: 3pm to 4pm, Mon/Tue/Wed/Thu
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- syntax
- base cases in programming
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Logical Quantifiers: Examples s
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Logical Quantifiers: Proof Strategies

How to prove Vv i ® R(i) = P(i) ?

() Asswvle R(’E) i w Rt) @ Foe K@
S0 43 to pvsidey & wlues @ e mﬁ? L"R{‘()afaé{’ <6"W er)
How to prove 3 i e R(i) A P(i) ?
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Prove/Disprove Logical Quantifications

» (Browe or disprove: ¥x « |(x<ZA1<x<10)=> x>0,
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Logical Quantifications: Conversions
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Lecture 7 - January 27
Labl Review (Part 1), Lab2 Preview

Finite Reachability Graph with Cycles
Atomic Updates with a Single Label
Algo. Contracts: Pre- & Post-condition



Announcements/Reminders
o @y ¥ tha vondhee

olu ion released

e Lab2 released
e TA contact information (on-demand for labs) on eClass
e Office Hours: 3pm to 4pm, Mon/Tue/Wed/Thu
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Next State Actions

bridgeController unbounded_inferleaving.ﬂa

N\ stack = <<[pc |-> "loop", procedure |-> "ML out"]>>
Nn =0
N\ pc = "ML out action"

n= n =
c = "call ML out" pc = "call ML in"
N\ stack = <<[pc |-> "loop", procedure |-> "ML out"]>> N\ stack = <<[pc |-> "loop", procedure |-> "ML in"]|>>
An=1 An=1
N\ pc = "ML out action" A pc = "ML in action"

2

3

bd L6
dest ¢
&

24

36

o

Module: bridgeConfroller_mO_unbounded‘iinferleaving.fla
Model:|d = 2

N\ stack = <<[pc |-> "loop", procedure |-> "ML in"]>>
An =2
N\ pc = "ML in action"
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Labl Solution Discussion: Atomic vs. Non-Atomic Updates

invl_4:a+b+c=n

Multiple Labels for Procedure Actions

--algorithm bridgeController ml { l .ﬂ’r? Mﬂél &—
| M{'to P (hedc

¢y’

variable n =0, a=0, b=0, c =0;

% s 4 (3 Qe 2
ott_als Olf— Gy

procedure ML out() { v
s

ML out action abstract:|n :=n + 1} [l
ML_out_action_concrete:{a = a _+ 1 7 -
[/ M awﬂ‘a”

return;

} " (L

Single Labels for Procedure Actions

- -Iallgo IritlhmI b ll”idlge(lionlt rlollle rl_mll {I

# variablen=0, a=0, b=0, c =0;
i A ‘K atf 7
/M(’
£ procedure ML out() {
ML out action abstract:|n : 4

i = N 4 1 y
= 1
| / ra*eturtr?:;+ aww&(?




Lecture 8 - January 29
Labl Review (Part 2)

Identifying Atomicity in State Graph
Recall (from EECS3342): System Variant
Encoding & Checking Variant in TLA+



Announcements/Reminders

e Lab1 solution released

e Lab2 released

e TA contact information (on-demand for labs) on eClass
e Office Hours: 3pm to 4pm, Mon/Tue/Wed/Thu



bridgeController_m1_no_variant.tla

Na=20 Next State Actions

ANb=0

/Q; Z 8 - - choice IL out_ ML in_ ML out action abstract - -
/\ pC — ||100p||

/\ stack = <<>>

Multiple Labels for Procedure Actions

--algorithm bridgeController ml {
variable n =0, a=0, b=20, c

An =
N\ pc = "choice"
N\ stack = <<>>

procedure ML out() {

ML out action abstract: n

Na=0 Na=0 ANa=0 : .
Ab =0 Ab =0 Ab =0 ML out action concrete: a
Nc=20 Nc=0 Nc=0 .
An =0 An =0 An =0 return;

A pc ="ML in " NApc ="IL in " N\ pc = "IL out_

N\ stack = <<>> N\ stack = <<>> A stack = <<>>

‘b ¢ TLC Errors 23

Na=20
& Ab=0 Model 1 dl
N\ pc = "call ML out"
o at N\ stack = <<>>
RA 1/ + Error-Trace Exploration
aff. ~o$ i
"[‘lc - Error-Trace A

0
0

N\ pc = "ML out ;@n abstract

N\ stack = <<[pc |-> "loop", procedure |-> "ML out"]>>

rc" «&% ‘tt a <lnitial predicate> State (num = 1)
» & <loop line 114, col 9 to line 116, col 44 of module brid State (num = 2)
[94 . » & <choice line 118, col 11 to line 123, col 46 of module State (num = 3)

_ o ?— 4P
ML (M{_ - Atf‘A d d ’ <ML out_line 125, col 12 to line 129, col 47 of modul« State (hum = 4)
ML onf _ Aﬁf,&’)/l ﬁ = At \l » & <call ML out line 131, col 16 to line 136, col 44 of mo State (num = 5)

<ML out action_abstract line 74, col 27 to line 77, gol State (num = 6)
i ¢S
a / Jl q' ( 0
A\ pc = "ML out actlon concrete ' ﬂ 0
/\ stack = <<[pc |-> "loop", procedure [->"ML out"]>> ML, a\
B pC

1
» @ stack <<[pc |-> "loop", procedure |-> "ML out"]>>

=>>>>
SBoocwe
i

@_

I

>>>>
B oo
[l
oo

el

"ML out action _concrete”

&f’ ,
poh




>>>
Oowe
I |
eleloXe)

An=
A pc = "ML out "

N\ stack = <<>>

Next State Actions

call ML out

IL out

N\ pc = "choice"
N\ stack = <<>>

>>>
Oow
T I |

OO O

=
=

An=20
A pc = "IL out "
/\ stack = <<>>

Apc = "IL in "

N\ pc = "call ML out"

Na=20
Nb=0
Nc=0
An=20

/A pc = "ML out action"
N\ stack = <<[pc |-> "loop", procedure |-> "ML out"]>>

>>>>
SBo0oocow
OO

Apc = "IL in "

/\ stack = <<>> A\ stack = <<>>

>>>
OoTow

OO

An=
A\ pc = "call IL in"
N\ stack = <<>>

N\ pc = "choice"
N\ stack = <<>>

> >>>
=Moo
OO M

A pc ="IL out "
N\ stack = <<>>

>>>>
SBoocow
1 |
OO

N\ pc ="IL in action"
N\ stack = <<[pc |-> "loop", procedure |-> "IL in"]>>

N\ pc = "call IL out"
N\ stack = <<>>

N\ pc = "choice"
N\ stack = <<>>

>>>
O oo
[ T |

=
]
OO

Na=20
ANb=1
Nc=20
An=1

N\ pc = "IL out action"
N\ stack = <<[pc |-> "loop", procedure |-> "IL out"]>>

>>>>
SB0o0co
R, OO

Apc = "IL in "
/\ stack = <<>>

A\ pc = "call ML in"
N\ stack = <<>>

N\ pc = "choice"
N\ stack = <<>>

>>>
Oocow
(I I |

= =00

>>>>
SBo0ooco
I
,R OO

A pc ="IL out "
/\ stack = <<>>

Apc = "ML out "
/\ stack = <<>>

=>>>>
Bogoo
R, OO

A pc = "ML in action"
N\ stack = <<[pc |-> "loop", procedure |-> "ML in"]>>

Single Labels for Procedure Actions

--algorithm bridgeController ml {
varilable n =0, a=0, b=0, c = 0;

procedure ML out() {
ML out actlon abstract:

MAINLAND

\
\

\

- \
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Caused by New|Events Diverging

L, (oteg ev64f5 )
An alternative m1 (for demonstration) hnn;g@% d@F

constants: d

dd

a+b<d

c=0
then

a=a+1
end

axioms:
axm0.1:deN
ame 2:d>0

when
c>0
then
c:=c-1
end

r»e»eafx
invariants: 74@.4 ja &7
variables: a,b,c i"V: ;:Zeé a/,
inv € R P
B)M{s invi3:ceZ )J{'( M‘u
"M/\Q’M&rm[ $o "'
egin begin
a=a-1 b:=b-1
b:=b+1 c:=c+1
end end

Qhssett tuansmts | <t U _out, 477

ml

st Fansteats|:

4 m'(‘t ML —out |T]_7 w, L_out,
o )z>s$‘Ue teR #ets PoHemk(’Z'C IL—M Iz_Mt

5k‘f $)ffr 7 5WF
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fixed

Use of a Variant to Measure New Events Converging

2

variables: a,b,c MI‘__/out _ IL.in IL_out
when ML_in when when
invariants: a+b<d when a>0 b i 0
invi1:aeN c=0 c>0 then thzn‘o
invi2:peN then then a=a-1 b:i=b-1
!nv1_3:ceN a:=a+1 c:=c-1 b:=b+1 c-oTT
invis: aoveo || °nd " . ed " ML _odt

*_iter thit 1he starteg, il of Ve Juk wow ook s fude o Ty
Variants for New Events: 2 - a + b Yeriank2-a+b

te 3 o wtedeswed vau lents & ako Jurep.
<init,|ML_out, |ML_out,|IL_in, |IL_in,|IL _out,|IL__out,|[ML_in,|ML_in >zé |
a=0 a=[ a=2.a=| a=0 a=0 a=0 a:O :02-,
b=0 b=20 b=0b=|b=2 b=| b=0 b=0 p=0I
c=0_ c=0 ¢ P—e=0-—2e=90 =1 C=Z.C=lc=
v=0 v=2 v=ilv=3v=2 v=| [v= v=0v=(
/oo Yol keRV v v vy 0



PO of Convergence/Non-Divergence/Livelock Freedom

Variant Stays INon=Negative yarianis F:; New Events: 2 - a + b
¥ w'<

Z:Fa’iuNf:T ‘2.0\/-(-17/4 Qa'(‘I?
gt 18N BIBME 413 0 variant: V(c, w)

neN oaed bedcen & >0 M’;S

- - - _ =fA . ) \
Nne< 0{ Q=0 v [0 Otbtl:n ,U"([\, A% )/
A New Event Occurrence(Decreases Variant 2| Al 4]
[L_/VAR ——iit]
aA/a | | | | | L| | | 1 )
NaS e 7 yalap occurrences of
VAR g-LvZ[\HH APOI@%?U{. new events
17

NeN el bedcey A>0 |

N<o A=t v L0 aebtl:n



MODULE bridgeController_ml_variant
EXTENDS Integers, Naturals, Sequences, TLC
CONSTANT d
ASSUME /\ d \in Nat

/\d>0
(*
——algorithm bridgeController_ml {

o
variable &0
n=0,a=0, b=0,c=0, ?-‘4/.)7(({’=2-25l+ ’\, st =
V_pre = 0, V_post = @0, old_evt_occurred = NALSE, new_evt_occurred = FALSE; -F’ l (0] u_ﬁe

(o 0 2-R +%&

0ld events: ones that already exist in m@, which is refined by the current ml 4:1
Value of the system variant is always increased or maintained
by each occurrence of an old event.

*)
procedure ML_out() {
ML_out_action: n :=n + 1;
a=a+1;
return;
}
procedure ML_in() {
ML_in_action: n :=n - 1;
c:=c¢c-1;
return;
}
(*

New events: ones that do not exist in m@, which is refined by the current ml
Value of the system variant is always decreased
by each occurrence of a new event event.

*)
procedure IL_in() {
IL_in_action: a := a - 1;
b :=b+ 1;
return;
}

procedure IL_out() { /\/

IL_out_action: b :=b - 1; qb
-out_action: b 1= b - 1 ,{SZ(;/\/;I"?%{ a2
return; [a g o{he ’49[} 910( 0‘/ "!ﬂ/,

loop: while (TRUE) {
(* Without the first two updajpes resetting the event log,
when new_evt_occurred ==/true, after the next line,
V_pre == V_post, which @ill violate the VAR variant constraint.
*) tiﬁkfﬂ?f;
|update_variant_pre:lnew_ vt_occurred := FALSE; zc bAr
old_gvt_occurred := FALSE; ﬁbll

=2 % a+ b;

choice: either {
ML_out: if ( (n <d) /\ (@ + b <d) /\ (c =0)) {
call ML out: call ML out();
update_evt_log_ml_outf new_evt_occurred := FALSE;
old_evt_occurred := TRUE;
V_post := 2 x a + b;

or {



ML_in: if ( (n > @) /\ (c >0) ) {
call ML_in: call ML_in();
update_evt_log_ml_inl new_evt_occurred

V_post =2 x a +
+;

¥

or {

IL_in: if (a >0 ) {

call_IL_in: call IL_in();

update_evt_log_il_inl new_evt_occurred :
old_evt_occurred :
V_post =2 x a +

+;

}

or {

IL out: if ( (b > @) /\ (a =10) ) {
call_IL_out: call IL_out();

V_post =2 x a +

7
‘fi?b{' {Z£E:DVA>:TZ:A {Q:k{%f ’7}hC£2

b
¥

*)

old_evt_occurred :=

update_evt_log_il_outl new_evt_occurred :
old_evt_occurred :

:= FALSE;

TRUE;
b;

TRUE;
FALSE;

o
-~

TRUE;

o
~

FALSE;

\* BEGIN TRANSLATION (chksum(pcal) = "ce02e87c" /\ chksum(tla) = "5f2f5c21")

\* END TRANSLATION

\* checking invariants

invl_1 == a \in Nat
invl_2 == b \in Nat
invl_3 == c¢ \in Nat
invl. 4 ==a+b +c=n

invl 5 == (a = @) \/ (c = @)

NeN
\# checking variants ¥ / NAT
@) variants ==[2 xa + b #= 0

event_log_consistent == ~(/\ old_evt_occurred = ﬁ/\ new_evt_occurred
=>

variant_not_decreased == (old_evt_occurred
variant_decreased == (new_evt_occurred = TRUE{igj
NRA
\* checking deadlock freedom
guard_ML_out == /\ (n < d)
/\ (a + b <d)
/\ (c =0)
guard_ML_in == /\ (n > 0)
/\ (c > 0)
guard_IL_in == a > 0
guard_IL_out == /\ (b > 0)
/\ (a =0)

V_post <

deadlockfree == guard_ML_out \/ guard_ML_in \/ guard_IL_in \/ guard_IL_out

V_post >= V_pre)

V_pre)

= TRUE)




Lecture 9 - February 3
ProgTestl Guide, Math Review
Implementation Correctness

Completeness of Contracts:
Pre-condition vs. Post-condition



Announcements/Reminders

e ProgTest1 guide released

e Mockup Test scheduled during lab on Thursday, Feb. 6
e Labl solution released

e Lab2 released

e Office Hours: 3pm to 4pm, Mon/Tue/Wed/Thu

e TA contact information (on-demand for labs) on eClass



Correct Algorithm and Complete Postcondition (1.1)
—————— MODULE ExampleModule —————— ('e
EXTENDS Integers, Sequences, TLC 53 letes

CONSTANT input

—— algorithm SomeAIgo 6/\ ,‘,Alﬁl ;:;Y‘Y;J Aj’ﬂ rﬂ,{f(\a b

variables

assert R1;
\ ¥ Postcondition 2
assert R2;



Correct Algorithm and Complete Postcondition (1.2)

—————— MPRULE Eapmpistpchle =+
EXTENDS Integers, Sequences, TLC Q complefet
CONSTANT inputSeq, inputVal

&
—— algorithm BinarySearch { L
variables /W-éf 7 ontadf
output = FALSE, ... ! !

\ ¥ Preconditions CI) 7 </, 2, 3,4)
asser
(* Implementation in PlusCal *) {)N’ Vl___o_‘(’ ﬁcf’yﬁ
Imp.

M(f ;mw{ Oreors.

\ ¥ Postcondition 1

assert R1; (:Z)}Z'f{ﬁz <I,3,Z,"2>

\ ¥ Postcondition 2

assert R2; éhw’ -6‘7‘7\7‘7 4@

} ?wa(. Brvov -




Correct Algorithm and Complete Postcondition (2.1)

—————— MODULE ExampleModule —————— - 2
EXTENDS Integers, Sequences, TLC Imp. correct:
CONSTANT input A |
—— algorithm SomeAlgo { @ @l ) é‘wa/l hat M/t/f aatifes
variables fﬂ‘z onp or wof me( a,
output = ..., ... @556yt & A

7 A St whaf e

R 05 fhe eym‘p/ )

\ * Preconditions _
assert Q; UHLT ‘Vm:dfgﬁ

(* Implementation in PlusCal *)
Imp. fo

\ ¥ Postcondition 1
assert R1;

\ ¥ Postcondition 2
assert R2;



Correct Algorithm and Complete Postcondition (2.2)

“““ MODULE ExampleModule —————— {1y "corpect? |
EXTENDS Integers, Sequences, TLC Imp. correct?

CONSTANT inputSeq, inputVal
—— algorithm BinarySearch { m &é&‘?fx"(‘
variables o 4/
output = FALSE, ... 4«’%( set AL = < 3>
m?vf <l,2,3,4>

\ * Preconditions

assert /* inputSeq is sorted */;
(* Implementation in PlusCal *)
Imp.

\ ¥ Postcondition 1 2
assert /* inputSeq unchanged */; —_ GBA@V&I
\ * Postcondition 2 Wﬂg{ﬁ Jz@oﬂ{

éyf”% M)aP f”[hedt

<:WEW<I?34>




Correct Algorithm and Complete Postcondition (3.1)

—————— MODULE ExampleModule ——————
EXTENDS Integers, Sequences, TLC R1 and R2 complete?
CONSTANT input 0
—— algorithm SomeAlgo {
variables (74 #E éMﬂé q[\ rm/7
output = ..., ...

oy A M/ém J

e o0 of tho

@ # 4f oo
— 2l sl wafs 2
psser(®i)—~. ,Z '( 'Efd T e Gl gy sies]

Q ndltlon {}?[1




Correct Algorithm and Complete Postcondition (3.2)

—————— L M =TT
EXTENDS Integers, Sequences, TLC R1 and R2 completes
CONSTANT inputSeq, inputVal

—— algorithm BinarySearch { O) 4556(5 faa J 1:7[

variables 7
output = FALSE, ... Al

\* P diti

Fepee B 4 7%/

(* Impl tation in PlusCal *) At Lhctfs  forafs /ép

ol .

2, Assess /H/QA
ﬁw

Yeﬂa(@ Az’ 74«/\/4‘ fw/7 hh

12 {'

Lbj AIWL‘}# rekwns 3-,&/{9




Predicate Logic: Exercise 1

Consider the following predicate:
vx,yexeNaAayeN=x*y>0 —7 ek @ e et
Choose all statements that are correct. 7

X'1. Itis a theorem, provable by (5, 4). ‘W/Lé‘m
X2. Itis a theorem, provable by (2, 3) (M
\}/ It is not a theorem, witnessed by (5 0)

4. It is not a theorem, witnessed by (12, -2).
5. It is not a theorem, witnessed by (12, 13).




Lecture 10 - February 5

Math Review Exercises, Model Checking

Nested Quantification
Model Checking Intro: +— vs. =

State Graph vs. (Computation) Paths



Announcements/Reminders

e ProgTest1 guide released

® Mockup Test scheduled in tomorrows lab session

e Labl solution released

e Lab2 released

e Office Hours: 3pm to 4pm, Mon/Tue/Wed/Thu

e TA contact information (on-demand for labs) on eClass



Predicate Logic: Exercise 1

Consider the following predicate:

r/@x vexeNaAayeN=x*y>0 /ﬁ)ﬁ&.ﬂlg,w

b & Choose all statements that are correct.

ﬁ«\?"\ﬁ‘w
o’(l@)(l' It is a theorem, provable by (5, 4). ‘4/'/&(&)"
X2. Itis a theorem, provable by (2, 3). S (/0’
\}/ It is not a theorem, witnessed byfﬁ
%. It is not a theorem, witnessed by|(12, -2). ] [?GAR .
¥5. It is not a theorem, witnessed by/|(12, 13} 2
3 >0

€A A -2 END 1z¥-25pT




Predicate Logic: Exercise 2

Consider the following predicate: oo
Y”R ;.
@xycxel\l/\yel\l@x y>0/

w"
)' Choose all statements that are correct.

wk @jA)A
LY. It is a theorem, provable by|(5, 4)| = ¢x429 D

27 It is a theorem, provable by|(2, 3). @ @
Y 3. Itis a theorem, provable by|(-2, —3)./\,#_

X4. It is not a theorem, witnessed by (5, 0). H»-3 i
X5. It is not a theorem, witnessed by (12, -2).
X6. It is not a theorem, witnessed by (12, 13).

w’“




Nested Logical Quantifiers

viOieZ=>|(E|j0je|\I/\i+j=O)|

@ 'Lolzs,we #: tho® w0 T st. 0(37-T€ i
Wewss: tho® =2, 37. 76 %;Z:‘-(-B'I-—o
z

VvieieN=|3jejecZrni+j=0)

@ o po® tt : Aﬁue thit all sl velses of

TENS 170 Jr bah 1, thow T=-T1€ ¢
JieieNAl(vjejeZ=i-j>0)p /shovv"/?
® 1eN> 170 s thoe 30 o T2

JieieNA (VjoejeZ=i-j20)
D s top 120 9 eah e s st 0370



Use of Model Checking in Industry

The Pentium FDIV bug is a hardware bug affecting the floating-point unit (FPU) of
the early Intel Pentium processors. Because of the bug, the processor would return
incorrect binary floating point results when dividing certain pairs of high-precision
numbers.

In December 1994, Intel recalled the defective processors ... In its 1994 annual
report, Intel said it incurred “a $475 million pre-tax charge ... to recover replacement
and write-off of these microprocessors.”

In the aftermath of the bug and subsequent recall, there was a marked

increase in the use of formal verification of hardware floating point operations across

the semiconductor industry. Prompted by the discovery of the bug, a technique ...

/ca-ﬁeo “‘word-level model checking’\was developed in 1996. Intel went on to use
formal verification extensively in the development of later CPU architectures. In the

=z

m?{,]/(_

evelopment of the Pentium 4, symbolic trajectory evaluation and theorem proving
were used to find a number of bugs that could have led to a similar recall
incident had they gone undetected.
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Lecture 11 - February 10

Lab2 Solution Walkthrough,
Model Checking

Generalizing rounds, Function, Macro
Postconditions: getAllSuffixes
LTL Grammar: Top-Down Derivation



Announcements/Reminders

¢ ProgTest1 this Thursday during the lab session
+ Please arrange your commute accordingly.
+ Test will only be canceled if the university is closed.
e Practice Test questions and solutions released
e Labl and Lab2 solutions released
e Office Hours: 3pm to 4pm, Mon/Tue/Wed/Thu
e TA contact information (on-demand for labs) on eClass



(*
——algorithm decideRPSGameResult {

Lab2 Solution: b g, e, e,
d od R R 1_ ﬁﬁ;:fatl)znésﬁo;Bygléyeil}’

ecideRPSGameResul e LAYer?
p2win = FALSE,

(Generalizing # of Rounds) tie = Fase

rounds = 2;

while(i <= rounds){
if (plrl = "R" /\ p2rl = "P"){
numOfRoundsWonByPlayer2 := numOfRoundsWonByPlayer2 + 1;
i
else if (plrl = "R" /\ p2rl = "S"){
numOfRoundsWonByPlayerl := numOfRoundsWonByPlayerl + 1;
i H

. /* Consider cases where plrl = "P" and plrl = "S" %/
\* Get prepared for the next round.

choose_pl_next: with (x \in {"R", "P", "S"}) {

plri- = X3
Sﬂ\ choose _p2_next: with (x \in {"R", "P", "S"}) {
ﬁn( p2c& 1=) X;

1:=1i+1;

dette™

pol” Je
v (gt

-

’

if (numOfRoundsWonByPlayerl = numOfRoundsWonByPlayer2){

,{k Yﬂ N tie := TRUE;

else if (numOfRoundsWonByPlayerl > numOfRoundsWonByPlayer2){
plwin := TRUE;

+;
else {

p2win := TRUE;
+i



Lab2 Solution:
decideRPSGameResult
(Postcondition)

2

CONSTANT( rounds
(x ——algorithm decide

PSGame {
n

variables Y
5 - R
& pl \in [1..rounds(-> {"R" "P" "S"}],
m( T == LR, TR ) P e
t roundsWonByPl = ¥
ﬂ" roundsWonByP2 = 0, ﬂtybf‘ (1"’“,
di = iy «
plwin = 0, , Zk> F‘l\]
p2win = 0, ldJ!ﬂJ‘ -[“_"lsv
tie = 0;
define { l 2P “8"3
NumberOmes(glExer 0 onent)

ardinality({
.rounds : fe

\1n 1.
h ')‘d‘ pke-ye-?'[-j—]l: "R" /\ oppenentfy]/= "S"
/ playes[s]= "P" /\ oppomertt [§1/= "R"
nJa.y.a-r[-]-]l- "S" /\ oppenent[FI1f= "P"

mﬁ@ P?
é,[j pl]="R"A z[(( ¥

(‘ﬁ“ “}

%o

',,5"2 rone. o 0 o(tsmtf % sotisfa]

} %)

}

while (i <= ounds) {
it - Ry
2[1] = IIPII) {

roundsWonByP2 := roundsWonByP2 + 1;
} else if (p2[i] = "S") {
roundsWonByP1 := roundsWonByP1l + 1;
b
}
/* Consider p1[i] = "P" or p1[i] = "S"

1:i=1+1;
b

/* Set plwin, p2win, tie w.r.t. roundsWonByP1l, roundsWonByP2.

\* Assert consistency among variables.
assert
/\ roundsWonByP1 > roundsWonByP2 => (
/\ plwin =1
/\ p2win = 0@
/\ tie = 0)
/* Also consider _ < _ and _ =

/;‘M/ 1/&41’
\* Verify the correctness of win deciqgions. qd/ /’

asserthumberOfWins(pl, p2)| =|roundsWonByP1 ,'
asserZNumBerO?WmsipZ, p15 = roundsWonByP2; 4”4%

calhd the mactro



Lab2 Solution: getAllSuffixes_v3 (1)

MODULE getAllSuffixes_v3

E)é;g?gz_rlptegirs, Sequences, TLC MM / 2 5
inpu -
ASSUME Len(input) > @ input: [23, 46, 69]
(*
——algorithm getAllSuffixes_v3 { result: ﬁ(/&?‘
variable result = input, postfixSoFar = <<>>, i = Len(input) - 1;
‘ tfixSoF input [Len(input)] at® [[23, 46, 69],
postfixSoFar := <<input[Len(input)]>>;
result[Len(input)] := postfixSoFar; M&fw [461 69]' >
while (i > 0) {
_ postfixSoFar := <<input[i]>>|\o|postfixSoFar; 69
YCX) \ Sresulthl :=_postfixSoFar; [ ]] S
le{\(. ) ) =1i-1;
MG AP, . I
assert \A(j \in 1..Len(input): | Len(result[j])|= Len(input) -(j + 1;

assert \A j \in 1..Len(result): (NA kK \1n I..LCen(result[jl): result[j]l[k] = inputl[j - 1 + kl);
}

VT L) L)
| D | 3
2 2 2

> | o




Vet rondition
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I resly)
Lab2 Solution: getAllSuffixes_v3 (2) ? *““”j,j ) @5
3 [ﬂ{J /

MODULE getAllSuffixes_v3
EXTENDS Integers, Sequences, TLC
CONSTANT input

ASSUME Len(input) > © input: [23, 46, 69]
(*
——algorithm getAllSuffixes_v3 { result:
variable result = input, postfixSoFar = <<>>, i = Len(input) - 1;
{ . Len ’ 23, 46, 69],
postfixSoFar := <<input[Len(input)]>>; - < . 7
result[Len(input)] := postfixSoFar; d+k 2'('{"3 _‘_,? 46, 69]’

while (i > @) { <. -
postfixSoFar :=|[<<input[i]>>| \o [postTixpoFar A k =242:
result[i] := postfleoFar,‘L )

N i=1i-1; {P q(‘Mf Z\faf‘&’? d‘f‘k-'l ' 27

assert \A j \in 1. Len(1nput) Len(result[ﬁ{) = Len(input) - j + 1;
assert \A(j \in 1..Len(result): (\A k \in 1.\Len(result[jl): result[j][k] = inputllj - 1 + k

} ; ej. st (1 J(2] - b,

.Ml‘l’['-] 1 K X ??
3.4 2 Eu% 3]/ <mh[z]1:ﬂ: g

NE
l
2 8 %Zimj ;0 ek B e



LTL Syntax: Context-Free Grammar

i
[ true W A

]
[ false ]

[ propositional atom ]
[ logical negation ]

[ logical conjunction ]
[ logical disjunction ]
[ logical implication |

[ some Future state |

[ @all future states (Globally) ]
[Until ]

[ Weak—until ]

[ Release ]




[ true ]

[ false ]

[ propositional atom ]
[ logical negation ]

[ logical conjunction ]
[ logical disjunction ]
[ logical implication ]
]

]

) ]

]

]

]

(7,%}7 —dbt) dorsogey:

‘@ A ;t’ AT
(de‘/m’/ Lowore

[ neXt state
[ some Future state
[ all future states (Globally)
[Until
[ Weak-until
[ Release




Lecture 12 - February 24
Model Checking

Operator Precedence
Parse Trees, LMDs, RMDs



Announcements/Reminders

¢ ProgTestl grading started on SUN, Feb 23
+ Expected to get raw results from TAs by MON, Mar 3
e Lab3 to be released
e WrittenTest1 guide to be released
e This week’s office hour: 3pm, Wed
e TA contact information (on-demand for labs) on eClass
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Parsing: Some Practical Knowledge /’ (G é’/ Z((7 Y Gt o

G ::: fwma\é/{’o% [[f;r/‘;g% Stn)s thet con bp
_ | ' [ propositional atom |} aél:,pg/yéwf
_ | 0 'mﬂ,‘['mm/?k/ [ logical negatlon] ( f-
| | (A 0) (\}[MOL [ Llogical conjunction |} %
e 1ot immriseeion | TR P
e (come rorme ciars |[P FOR0 £ 425
\&M (Go) [ all future states (Globally) ]|
.\(} ’ Vﬂﬂ‘ 5 | (#U9) [Until |}
) i lls[W((/ﬁW(ﬁ) [ Weak-until |}
* l (¢R9) [ Release ||

ow\“||||||||||||||||||||||||||'
1&‘*

Assumption: Operator precedence considered first before the CFG.




Interpreting a Formula: Parse Trees (1) y”

[ propositional atom

[ logical negation
[ logical conjunction
[ logical disjunction

[ logical implication

[ neXt state

[ some Future state

[ all future states (Globally)

(oU ) [Until
(pW o) [ Weak-until

(¢R¢)
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Interpreting a Formula: Parse Trees (2)

[ propositional atom

[ logical negation

[ logical conjunction

[ logical disjunction

[ logical implication

[ neXt state

[ some Future state

[ all future states (Globally)

(U o) [Until
(pW o) [ Weak-until

(¢R¢)




Interpreting a Formula: Parse Trees (3)

T
1

p [ propositional atom
(=) [ logical negation
(oA P) [ Logical conjunction
(pVv o) [ logical disjunction
(¢ = ¢) [ logical implication
(X9) [ neXt state
(Fo) [ some Future state
(Go) [ all future states (Globally)
(pU o) [Until
(pW o) [ Weak-until

(¢R¢)




Interpreting a Formula: Parse Trees (4)

T
1

p [ propositional atom
(=) [ logical negation
(oA P) [ logical conjunction
(pVv o) [ logical disjunction
(¢ = ¢) [ logical implication
(X9) [ neXt state
(Fo) [ some Future state
(Go) [ all future states (Globally)
(pU o) [Until
(pW o) [ Weak-until

(¢R¢)




Interpreting a Formula: LMD (1)

[ propositional atom

[ logical negation

[ logical conjunction

[ logical disjunction {aﬂﬂﬂMJ
[ logical implication
[ neXt state .

[ some Future state Wf/d/ A’W

all future states (Globally)
[ ( y 74, .x/q

e [

[ Weak-until




Interpreting a Formula: LMD (2)

FpAGq=puUn

[ propositional atom
(=) [ logical negation
(oA P) [ logical conjunction
(pVv ) [ logical disjunction
(¢ = ¢) [ logical implication
(X9) [ neXt state
(Fo) [ some Future state
(Go) [ all future states (Globally)
(pU o) [Until
(pW o) [ Weak-until

(¢R¢)



[ propositional atom
(=) [ logical negation
(oA P) [ logical conjunction
(pVv ) [ logical disjunction
(¢ = ¢) [ logical implication
(X9) [ neXt state
(Fo) [ some Future state
(Go) [ all future states (Globally)

(pU o) [Until
(pW o) [ Weak-until

(¢R¢)




Interpreting a Formula: LMD (4)

Fpa(lGgq=p Ur)
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[ propositional atom
(=) [ logical negation
(oA P) [ logical conjunction
(pVv ) [ logical disjunction
(¢ = ¢) [ logical implication
(X9) [ neXt state
(Fo) [ some Future state

(Go) [ all future states (Globally)
(pU o) [Until
(pW o) [ Weak-until

(¢R¢)




[ propositional atom
[ logical negation

[ logical conjunction
[ logical disjunction
[ logical implication
[ neXt state

[ some Future state

[ all future states (Globally)
[Until
[ Weak-until



Interpreting a Formula: RMD (3)

[ propositional atom
[ logical negation

[ logical conjunction
[ logical disjunction
[ logical implication

[ neXt state

[ some Future state

[ all future states (Globally)
[Until

[ Weak-until

Ff

EISATSTSNEN SO SNE

PA(Gq=pUr)
0
> @ A
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S SA (P> POD)

2D SA (D> POV
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FFA[/—?%7PUV)



Interpreting a Formula: RMD (4) A((Gq=p Ur)

[ propositional atom
(=) [ logical negation
(oA P) [ logical conjunction
(pVv ) [ logical disjunction
(¢ = ¢) [ logical implication

(X9) [ neXt state
(Fo) [ some Future state
(Go) [ all future states (Globally)
(pU o) [Until
(pW o) [ Weak-until

(¢R¢)

A((D>8>Ur)
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Interpreting a Formula: PT vs. LMD vs. RMD

FprGq=pUr éécg}
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Deriving Subformulas from a Parse Tree

Enumerate all

—_—
subformulas| of: Pl

F

(p=6Gr)

v|((=.q) U p)

How waﬁl wbtveos i PT7
AN 10  subeeps



Lecture 13 - February 26
Model Checking
Subformula

Labeled Transition System (LTS)
Paths, Path Suffixes



Announcements/Reminders

e WrittenTest1 guide & examples by the end of Friday
+ All lectures materials up to and including today
+ Lab1l and Lab2 (solutions & in-class discussion)
+ Review Q&A (Zoom): 7:30pm on Monday, Mar 3

e Lab3 to be released next Wednesday

e Tomorrows lab (9 to 10): office hour for your WT1

e This week’s office hour: 3pm, Wed

e TA contact information (on-demand for labs) on eClass
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Interpreting a Formula: PT vs. LMD vs. RMD
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Deriving Subformulas from a Parse Tree
—_— - 4
Enumerate all|subformulas|of: PL/)',V""’ V’W(Zf wbtiees m PT

Flip = 6 0)|v|((-.9) U p) =10 subsees
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Labelle Transmon Sys’rem (LTS)
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Q. Formulate deadlock freedom: INCOE o 15

From any state, it is always possible to make progress: INCORRLE)
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Labelled Transition System (LTS)

Exercises Consider the system with a counter ¢ with the
following assumption:
D€es3

Say cis initialized 0 and may be incremented (via a transition
inc, enabled when ¢ < 3) or decremented (via a transition dec;
enabled when ¢ > 0).

o Draw a state graph of this system.
o Formulate the state graph as an LTS (via a triple (S, —, L)).

Assume: Set P of atomsis: { c>1,c<1}

() () 9 (2



Labelled Transition System (LTS): Formulation & Paths







Lecture 14 - March 3
Model Checking
Unfolding/Unwinding Paths

Satisfaction Relations: Path vs. Model
Formulations: X, F, G



Announcements/Reminders

¢ ProgTest1 results to be released (by end of Friday)
e WrittenTest1l guide & examples released
+ Review Q&A (Zoom): 7:30pm on Monday, Mar 3
e Lab3 to be released after WrittenTest1
e Office Hours: 3pm to 4pm, Mon/Tue/Wed/Thu
e TA contact information (on-demand for labs) on eClass
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Path Satisfaction: Logical Operations slide 33

A path satisfies a proposition
if its initial state (“current state”) satisfies it.

%?

I I=@<-> pE <<u){etwsmel tons 5065l n e Te seare (5) '/;?61(9?)

T T (wheth e &t sue o T sarfes T)
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wﬂﬂh-d: <=>-|(7Z', I=¢5> Fa/h{f 7
W nedlad2 | TES a TED ""”"'f""""“?dr

TE¢le 2 > T ke @ 7(,|=¢ZV TEN«T>02 7 = p

TEPLEP ko7 é Q: Express that all the
<= _-;J: ' [even-numbered s’ra’rej satisfies a proposition(p.)

TL’|:¢ 525 2, J\éa




Path Satisfaction: Temporal Operations (1) slice 34

reX .
A path satisfies @4: fLs

if the next state (of the “current state”) satisfies it.

LEXP 1EO =S —>8%o|6 S ;j}-a &

L E=E— - =)D —E)—

P otom
Q. What is 113 = X@ﬁ\ecking’?

Formulation_(over a path)
kY
T EXs = @; 5 ¥
’ ¢ SERG5; ) Ep

Ngﬁﬁﬁrfaﬁ@ Tk p .




Path Sa’rlsFachon Temporal Operations (2)
A path sa’rlsﬁes@p % }-/6%4#/7 ¢ Lutb.

if the every state satisfies it.

O o O

2
Om O R O O D

Formulation_(over a path)

100 }:@gﬁ S \v’l,z7/'__>,r&,;¢

. X O e

Slide 34



Path Satisfaction: Temporal Operations (3) slide 34

Wl
A path satisfies(Fp —> EVW“‘%; ¢ s twp.

if some future state satisfies it.

Formulation_(over a path)

TES @ I -171aTED
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Model vs. Path Satisfaction: Exercises (1.1)

Slide 36

/L |=Y$ [7/\8’_,\;/

Recall: M= p & p € L(si)

Say: M =60 —s)— s: — sz

m

o @.(’toff

m

DL @D MEL=(TEL

|=p/\q.=.7ll:,l7/\7[l=§_ i@

=pVvqQ)
I=p=>q2‘l(#]7 S|TEZ >
Er= vel($D

|=r=>p/\q/\r

Exercise: What if we change the LHS to m2? T O@




Review Q & A - Mar. 3

Written Test 1

LTS: Deadlock Freedom



Q. Formulate

From any state, it is always possible to make progress.

Vs- ¢ 689(33’.§e§__/\

deadlock freedom:
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Lecture 15 - March 5
Model Checking

Model Satisfaction
Path vs. Model Satisfactions: X,G, F



Announcements/Reminders

¢ ProgTest1 results to be released (by end of Friday)

e WrittenTest1l guide & examples released

e Review Q&A materials posted

e Lab3 to be released after WrittenTest1

e Office Hours: 3pm to 4pm, Mon/Tue/Wed/Thu

e TA contact information (on-demand for labs) on eClass



Model Satisfaction Slide 35

Given:
e Model M = (S, —, L)
® State's €S
o LTL Formula ¢

M, s = ¢ iff for [every path 17|of M starting at's, 7 = ¢.

Formulation (over all paths) Fa#f
mad:' ] BM 46t
S ‘ﬂltﬂj.ewf & M- ans it 5 4) > TL@ ¢
Gy ) __S€ S i lf ¢
How to prove vs. disprove M,'s = ¢? £q

() To pove SE@, ved & show that ey perh| () TL,TC
@ To ol:syw&&lzgﬁ, poile & VEness paeh T, W(TLEP)




Model vs. Path Satisfaction: Exercises (1.2) slice 56

st=p<:>allrrsfar’r|nga’rs mEPp
adelgst. peiths ﬁ‘%‘vf@f %)
Sol|lF| T @ G
so@L @) 7
So[F|p A Qq 6’7 4:“'/
So[F|p VvV q @ z}
T
| SoFIp=q @ﬂ=40—>§l-7~- FZ.
E Soll=[r s
i ©
£

| g - 0 =
'.2I | sﬂ@ PAqArwlme/a/W
LGP A ) S b pwlmEp

Exerci at if we change the LHS to s:?




Model vs. Path Satisfaction: Exercises (2.1) ek 28

Recall: W = X b @@#

Say: M =S — S5, — §
Ygf;'fci’ O@ - :

mMEIX T 1 ET @

e X 1 Q@)

| = X (q/\r)®
"'=MAL2> TEXg A(?f/-'—r
TI'|=X(q=>r)@ @U 7:
mEXg=r|S | TELY = [TEY




Slide 37

Model vs. Path Satisfaction: Exercises (2.2)

5|=¢<:>allrrs’rarhnga’rs mE¢

y,,oole{ (MG:AD/ oJ }7th$ Stovés 7&»\4 ,Q)
So X i @ 4\.{’#\?0( <l o9l

So X L O

|=
H

so|=| X (q A 1) D watness: $o =52 >£ >,
=
E

2 () QWeubss - S0 = |G -
L@/\ FOSstss, 5 =

So
2, Sosldep &> - So X(q=>r)€gr)
So |=I[X q @ 4
F mtne«;) *a 4
So 72

Exercise. Wha’r if we change the LHS to s:?




Slide 38
Model vs. Path Satisfaction: Exercises (3.1)

MTEGdeVvVieial=1mkE¢
Say: ()=S0 =51 > 50 = 50— ...

]TI#GJ_®44)/

T|'|=G-|(P/\I")@ |
i
TEGT @—9 hf'(fWPSf"(o, <y

ckeck ”“AUe 7“

Exercise: What if we change the LHS ’ro TT2?
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Model vs. Path Satisfaction: Exercises (3.2) ,BMM/P?Z ,—gf?z -J;s,

s= ¢ < all wstarting at s, M= ¢

ek, () %Mé)

SolE|G T
So|l|G L ?v’”’ v ql?’/’”/A//
So/=|G a(p A T) @ ‘ot optts

Sol=|G T @ Wetapss = 'S0 § — (o>

=06 r|@
Ry A
%mjd@’(’ otal ff:"f Mm(l/ AN

Exercise: What if we change the LHS to s.?




Model vs. Path Satisfaction: Exercises (4.1) Slge 39

TEFdeoIiei2l ATE

Say: 55, — S, — S2 — ...
G reaches {%5 Sy 525

mTeEFT Q

meFlL @

T[I=F-.(p/\r)@mfd%§f(@:4:

mEFr Q) wetness = §o

TEF|(qAr) |[(D wies: S

Exercise: What if we change the LHS to m2?




Lecture 16 - March 10

Model Checking

Nesting Temporal Operators: FG¢
Exercise: G¢ vs. FG¢



Announcements/Reminders

e ProgTest1 results & feedback released
+ Submit a regrading request if necessary.
® WT1 results to be released by the end of Friday
® Lab3 released
e Guide for ProgTest2 to be released
e Office Hours: 3pm to 4pm, Mon/Tue/Wed/Thu
e TA contact information (on-demand for labs) on eClass



Model vs. Path Satisfaction: Exercises (4.2)

Slide 39

79775:

Co }'Fé F) @
G all fmfhs stovfa

£ sat. %/\

he ANZ
Exercise: Wh if we change the LHS to s1?

h)etrness /M, I”J >Q->JE
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. W " W " . Slide 40
Nesting "Global™ and "Future” in LTL Formulas

6.9
sEFG e ©
E Cwodll f.) T
Each path starting with s is s.t. even’rually,holds continuously.
v/ J

Q. Formulate the above nested pattern of LTL operator.

aBprapsNn - TQ‘.S‘T/;" =
A NA

J

( T°® ¢ > ))

Q. How t pr?ve the above nested pattern of LTL operators?
* Q@ lovsoer all podi mufm(t] at S

@ fid & s 1 A

Q. How to disprove the above nested pattern of LTL operators?

¥ D Tod & witess T =3->%T e
M@ [ all pslle uine sutts & wolexs”, 2,3, --



Model Satisfaction: Exercises (5.1) slide 41

s = ¢ < all mstarting at s, ™= ¢

So F FE r @
)A)T 05 thaes no s 6\,4&03 ot sﬂf’y

A whth Gv 7 e 0
So & FG (P v CI) J‘o—>$‘| - .aflg.,

q’ r r
A)Ftnas do ol Jz)=>Jz - --

So |=€§G (pvr)

'FvV % sat. L ol

sutes , so for 4l putas
: : , };M' Aot S5
Exercise: What if we change the LHS to s:? Do 5 a5 e Lase
RFAL:
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Lecture 17 - March 17
Model Checking

Parsing Property
Exercise: Fp=> FG¢

Nesting Temporal Operators: GF¢



Announcements/Reminders

¢ ProgTest2 guide & example questions released
e WrittenTest2 potential shift of date?
e ProgTest1 results & feedback released
+ Submit a regrading request if necessary.
e WT1 results & feedback released
e Lab3 due today
e Office Hours: 3pm to 4pm, Mon/Tue/Wed/Thu
e TA contact information (on-demand for labs) on eClass



Correction: Exercise 2.2 from March 5

Model vs. Path Satisfaction: Exercises (2.2)
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Nesting "Global™ and "Future” in LTL Formulas

sF$1 = F6s:

Each path m starting with s is s.t. if eventually ¢1 holds on ,

then ¢2 eventually holds on 1T continuously.

Q_ Formulate fhe above nested pattern of LTL operators.

Y-
< u'u>/|A7Z |=¢(> )
3tk 2>,|A<k} J7 & >TJ’:¢Z
Q How to prove the above nes’red pattern of LTL operators?

&7/1;70’2/ all Fz—fh prtions o] W th 3
Q. How to disprove the above nested pattern of LTL operators?

% Qlhow & wietnes PM\ '
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Model Satisfaction: Exercises (5.2) @S »/r = --- 5E=> R

sk ¢ < all wstartingats, mE= ¢
I [T
. s{OF (qAT)=>FGr

0 &>05 6o N Z
b reahabb ctates: [sel anof {;ﬁ

L F(ag av) = A
L | L ke > = [Tue]
@fo—?&z—%&z-?-" 77&‘8 > — @

bxg\24l\‘f'\ﬁ/(\?§)/ﬂml So|=F(—|qu)=>FGr

( ?

he Wudﬁﬁflmﬂ al| reah JZ ’\}(MQSS : ﬁo_"? & —>_fg—->‘}\7_ —_ .
= Fhv & Twe F(ﬂg_\/ V) : ostablrshed Jy St
L> —'-')Tmef( - Fé}(y:ﬂ/u/&‘ %&Wﬁ{o

Exercise: What if we change the LHS tos.? ) VYToT )




Lergrst - /ow'/?m(’ LE . éF¢

S F ﬁﬁ (4 ﬂ’;m‘;k b 75 0t e,
& b 4 4
VAN E—E—é—@é i ;é B B

%
et/ L GF & # Ak F
m%ﬁ/gﬁ“(’ Hoe A A Skt 5, Ao wheh
2 m,ﬁm«e /aaz;f P 4
L Jor eath stafp”, s aluwagf pisth Al duc gefes gf

to Jad & Yutwp F,?x;é it satrres ¢

n



. w 7 W " . Slide 44
Nesting "Global™ and "Future” in LTL Formulas

o

Each path starting with s is s.t. continuously, ¢ eventually holds.

S

Q. Formulate the above nested pattern of LTL operator.
¥ Y- M=8> -
<UE 7] ( )

Q. How to prove the above nested pattern of LTL operators?

Q. How to disprove the above nested pattern of LTL operators?
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Lecture 18 - March 19
Model Checking

Nested Temporal Operator: GF¢
Exercise: G vs. GF¢
Exercise: FG¢ vs. GF¢



Announcements/Reminders

¢ ProgTest2 focuses on Lab2 (no Lab3).
e WrittenTest2 date remains unchanged.
e ProgTest1 results & feedback released
+ Submit a regrading request if necessary.
e WT1 results & feedback released
e Lab3 solution released
e Office Hours: 3pm to 4pm, Mon/Tue/Wed/Thu
e TA contact information (on-demand for labs) on eClass
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Nesting "Global™ and "Future” in LTL Formulas

S = GF ¢ ﬁfﬂﬂf;’% A timP-

—
—

Each path starting with s is s.t. continuously, ¢ eventually holds.

Q. Formulate the above nested pattern of LTL operator.
¥ W=6=> -
v
<HE T ( )
Q. How to prove the above nested pattern of LTL operators?
¥ (1) Lonsaer all peth pattams T,
¢ (2) torsidar ol stetrs @7 T
Q. How to disprove the above nested pattern of LTL operators?
% (0 (@ & iy ot @
we & Lel & wEws' sttt at @l T oa T
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Model Satisfaction: Exercises (6.1) SlEER

s = ¢ < all wstarting at s, = ¢

5°|=GFP(_I) ‘2132)24‘?7

l\)ms ;% - Sz » Jx
Q) {-PMM Aot -S\Z et vo

F?fof ﬁdf {af'.lyégg P

7 sthF(pvq)l@
G H—‘(chojﬂ Nt poch - J‘oauz_ajzi...

L m-ﬁc(‘f, ﬁ}‘-’-é‘((’wv) —1(}7./@)

Exercise: What if we change the LHS to s:?
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Model Satisfaction: Exercises (6.2) ) Fz/ slide 45
) /‘7'r

s = ¢ < all{m starting at s, T = ¢

So=GF p(=)GF r Y %@Z-
0 Aaave 40 pateedad | 4T % % ”J'\:E'ff

| @ In Ho [74\4" %S 4 )5 b SIS -
i bsedunt T todl.

sOEGFr=GFp @
lézw% ]7&‘1‘;\: - -a\fz - 52—9\];‘

Exercise: What if we change the LHS to s:?
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Lecture 19 - March 24
Model Checking

Temporal Operators: U, W, R
Formulating English Sentences in LTL



Announcements/Reminders wedl
Ly 29 =

e WrittenTest2 this Thursday / L -

e Lab4 to be released

e Office Hour this week: 3pm on Wed, Thu

e TA contact information (on-demand for labs) on eClass
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Path Satisfaction: Temporal Operations (4)

= 4:1@4:25’ g I # a/: Hat
There is some future state satisfies ¢2, and é'( té A/f ¢ 4
until then, all states satisfy ¢1 . ANo. — ¢ fé 94/
w oo Si oo I a
F#&7
Formulation_(over a path) 7;{?4?,‘75 é( é —P-pr
2 F ¢z

LU b > (T 7]

N
TR
s
1
>
N
>3
=
i N
N
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.
a8y
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Path Satisfaction: Temporal Operations (5) plide 46

waal etz | gl _ & aé
7 |= ¢1W) $2 at [& &)
If there is ever a future state that satisfies ¢2, then &£/ <72 7
until then, all states satisfy ¢1. o > 74 /_}/?
Or, $1 must always be ’rhe case. ﬁl %‘;75 éfi;%;%
(¢

e L
S s el
W )é k

2ANY.
Formulati th ,
ormulation_(over a path) e 1 /z ¢
Z; ¢ ‘ G W A
Mﬁe?’ 2( %, Z(@.}

(V- k21D E 40




Path Satisfaction: Temporal Operations (6) slice 46

e
m |= $1(R)¢2
If there is ever a future state that satisfies ¢1, then
until then, all states satisfy ¢2.

Or $2 m s’r always hold (| e., never released)
w* 4
W--- >O O S éyéz (o #i65 o

bk
Formulation_(over a path) ] w/ bﬁ" ; i
’(3--1’?4&({': N Laa
'ﬂ/l:@Réz <i>v : (J‘JSZ-?EJE@3>
{ | (a8 2
mf;/ﬁfi 3 é. Z{¢|
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. Slide 50
Formulating Natural Language in LTL (1)

Natural Language: x
I had smoked|until [I was 22. I 4""1'?0’( Z(

i > G S agp 22 ctf on wad
Atom f'IvMs/ZZ 7 rfOMorf <st 22 >

Atom s: srg%k fﬂ‘*}f G Ao 22a Y
Q. Is's approprla’re Formula’rlon? (T swhef)

onbl &15'5“ ﬁ, mo(

ol 7 “Mff J@ ’

I wvas 22

Wjizgf)g
™ E ¢1Udpo — diei>1A] A .
(Vjel1<j<i-1 = 7l =d¢q)



Formulating Natural Language in LTL (2.1)

Natural Lanquage: -
e b &= Fg
s impossible to reach a state é ~ é
where—the-sybtin-isstartet-but-nat reatyd - 2= LG T @

Assumed atoms:

- started 1 ( F ( Sovtadx el
5= 5

- ready

LTL Formulation | —1( F (stavea A ~ M/))

(s?

J
ef[a

[

éj( (- (stacted A 7 VP&'O/!/>>
b ([seaced v ,m,/y )

1T,
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Formulating Natural Language in LTL (2.2) scepl

Natural Language:
Whenever a request is made,
it will be acknowledged eventually.

Assumed atoms:

- requested
- acknowledged é <VP§WVPD( > ﬂ‘é . >

LTL Formulation

[ L 3 L
- I I ]

J 1y 2 3 € --
g{&d@ YP?_ 7v€ﬁ I’fg, "h’@é




Formulating Natural Language in LTL (2.3)

Slide 51

Natural Language:

An elevator traveling upwards at the 2nd floor
does not change its direction
when it has passengers wishing to to to the 5th floor:

Assumed atoms:
- floor2, floor5
- directionUp
- buttonPressed5

LTL Formulation

£
5
3
Z

—

3

V77 777/

ik o2 f duttnFesed &
= X

.

(el (1) Hoort>



Lecture 20 - March 26
Model Checking

Exercises: U, W, R
Stronger vs. Weaker Assertions



Announcements/Reminders

e WrittenTest2 this Thursday

e Lab4 to be released

e Office Hour this week: 3pm on Wed, Thu

e TA contact information (on-demand for labs) on eClass
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Formulating Natural Language in LTL (1)

Natural Language: x
I had smoked|until [I was 22. I 4""1'?0’( Z(

HES 2 La/v/ffé’?Zé’v/MN”omwf C[waZ/\ >

Atom t: I wds 22

Atom s: I srz%k ;"¢7~ G = L geore
Q. Is s approprla’re Formula’rlon?
wts
5/3;15’ ﬁ J'“’( SWJ e Zl
J I vas 22
»> 4 -

Wit:d)g
™ E ¢1Udpo — diei>1A] A .
(Vjel1<j<i-1 = 7l =d¢q)
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Formulating Natural Language in LTL (2.4) ™" 7%,15 T

Natural Language: (R
Whenever a process makes a request, it starts waiting.
As soon as no other process is in the critical region,

the process is granted access to the critical region. j Wa’(

e,

(4 N"M hm/
- requested

- waiting < Y%ﬂegﬂ?d ><”’00“'9]”[S@“ )>§;

e | >4
- noOnelnCs Ya‘s‘w W,ﬁ” ad (-)’b e (S A “"?‘?7){,“&

’?s (Ej_‘o! %r;:elﬁ’(h 3

f,
Q. Is s’rarvaﬁon freedom guaranteed? ()t((’4S

LTL Formulation /

Assumed atoms:




Model Satisfaction: Exercises (7.1)

Slide 48

il P2

:L?l)*.:'

So|=pW T‘[ﬁ

-z‘w? ql\ﬁ

&

o™ nhO
(V(i; L7/]A< L?T’j:@j)\]q,% {o%I&J-?uS\o*bUT:(>

JZ IJ‘ Ylo't §df “( 4|MM$¢P

Exercise: What if we change ’rhe LHS ’ro Sz? v‘hafs wo ueh it i

VAF’;;af
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Model Satisfaction: Exercises (7.2) Sl

s = ¢ < all mstarting at s, ™= ¢

$o|=(PVT‘)U(p/\r) ﬁ_ﬁé_ﬁ
Hawes | 1% 5% | g v 1-

/7AV % wasa sat.

r ssE(p VW (pan— ™
)Z”/(FN) <(l> hEl’M) (/7./r) U &AV) e ,,27‘
(py"
Fff“'ff sosE(pAT)RI(p v )
il P
/(..fe duefs T

Exercise: What if we change the LHS to s:?
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Lecture 21 - March 31
Program Verification

Weakest Precond: Predicate Transformer
wp Rules: Assignments, Conditionals



Announcements/Reminders

e WrittenTest2 result released

e Lab4 released

e Bonus opportunity: Final Course Evaluation

e Office Hour this week: 3pm on Men, Tue, Wed, Thu

e TA contact information (on-demand for labs) on eClass



Stronger vs. Weaker Assertions: Pre- vs. Post-Conditions

T le%% 7o ok \@
4 , ol IIa-ﬂ”( ¥
l“ ,Am;“o\q LT 2 ':,ﬁms( L. M}MZ i
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Program Correctness: Example (1)
Lorvectness

——algorithm increment_by 9 {

variable i; /. /?P/af'/T/e A”(%
« precopndition  }. 2. E’/ r’ﬂ//f ”’4/46' sa. %

assert||1i > 3

6 ool
(x implementation 75)1';1—" ﬂ&&v ﬁm

i= 1+ 9; oLy e an@lﬂéﬂfdﬂ%

(» postcondition x) }d?l( p

assert |1 > 13
() terwm e

< Homaate
l e oAfFAf/ﬁﬂfofé VclfPs
saf. /zsfmaffm




Program Correctness: Example (2)

——algorithm increment_by 9 {
variable 1i;

{

(* precondition %)

,.*77«2‘

>

(+ Implementatio
1 g= A =% 93

Z:/S, Ag,/ﬁl

(+ postcondition x)

assert(ji} 13
}

’

a/ﬁwﬁ’wﬁ

7’ ac"q’ /O? ro=
2

T s greend. 7:”%(7.
= =K ol
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Hoare|Triple: Syntax and Semantics
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Hoare Triple as a Predicate

I{o} s {R}|= ngzwp(s, R)’fl :
weoklr e .

10




Hoare Triple: Incorrect Program

(@} s {R} = Q= wp(S,R)




Program Correctness: Revisiting Example (1)

(@} s {R) @- wp(S, R)

L>B>

——algorithm increment_by_9 {
variable 1i;

{
(# preg 'l' *5
assert|| i ?’3 k*”¥;
implementation %)

(*
i =1+ 9; IL//

(» postcondition x)

assert||i > 13 |

}
}



Program Correctness: Revisiting Example (2)

_—‘{’aalioaiiltel'm; ;increment_by_9 { { Q} g { R} = CQ>$ wp ( S, R)

(* preconcﬁ/{ion *)
£ - PP N PP B St Loy "
{ emerrtation

(* postcondition =)

assert




Expressing Pre-State vs. Post-State Values

T he>d3 bi=b-a {@2@_&3
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Rules of Weakest Precondition: Assignment




Correctness of Programs: Assignment (1)

What is the weakest precondition for a program x := x + 110
establish the postcondition x > xp?

{7} x :=x + 1{x>Xx}

U
V
Q
In
E\E}
~



Correctness of Programs: Assignment (2) ( Ereme)

What is the weakest precondition for a program x := x + 110
establish the postcondition x > xy?

{?}x := x + 1{x=23}



Rules of Weakest Precondition: Conditionals

R B
wp(if B then Sl else S2 end, R)

B> Wf(Sl, ®)
QY
/gwﬂ&,m

Loth brache's

V";fdf ;fj;}wo/ K.



Correctness of Programs: Conditionals

Is this program correct? (9"}7 ) froe o 447%@

[{x>0n)>0}
T P ‘then./@/ X>OA g>o
bigger = xﬂ ler := §

else -
bigger := YO sgler = B w}?<$5 L' b > gMA/é)’)

end

{bigger > smaller}

(Step 1D Tovaslste  Yooee Figle <
{X>0n 14>03 2 B et O o0 8o ed| 3 Lo v malle-3

@}QF Z) [alw[pcfe NF<S . | 7%3;« >;R§m4}%|2 5 7((/:?&:71\)7(41, R)

T (’)('ﬂé) 2 “’]{g’ R




Lecture 22 - April 2
Program Verification
wp rule: Sequential Composition

Loop Invariant vs. Loop Variant
Correctness Conditions of Loops



Announcements/Reminders

e Exam guide released

e Some example questions to be released by April 7

e WrittenTest2 result released

® Lab4 released

e Bonus opportunity: Final Course Evaluation

e Office Hour this week: 3pm on Wed, Thu

e TA contact information (on-demand for labs) on eClass



wp_Calculation for Sequential Composition
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Correctness of Programs: Sequential Composition

Is {|True|} |tmp := x; x := y; y := tmpl{ x> y|} correct?
l/ & SV 7 lz\
183 S RS = > Wp(S. R) (Sep 2

(Qe[;l) (el ealam NF(’MF".:X; 7(:=\;)1 s 1= tap, 7(>y) Tme = 3>7(
- {wp me o 33 ’
NF(fo '.::-/(5 M)F(’(:=P%y:=fmF,Z>y>> l—’_—]x

= J{wF ml(’ oﬁ = 3 I
NF(me::ijF (X-,:'és NF(}?LZTM?,T>€/J'\)> Lawgn;'ex
z 'S:UF wle GF -.—_i | Y -1:3
g b G L) it
= Y wp mb of :=3

“F(@::Xs <7= "iw]? mb 0'\ 123 = 3>X



Correctness of Loops

\«»mﬁ

4‘@ Slnl‘l'
while ( /.W

Sbody q@

) oA A,

’OY\ ¥ ) 0({.‘\*@@




Contracts of Loops

Syntax

CONSTANT ... (+ input 1ist %)

var_ll:st) == ... c“‘UP‘ l\l "

f .
ar_1ist) — .. ot o st Runtime Checks
——algorithm MYALGORITHM { r " P

variables ..., Ivariant_pre = O, variant_post = OI "@ F/'Nd Precondition
L Violation
assert Q; (*x Precondition =x) W
’ onte® j Sinit

S .
assert I(...);| (+ Is LT establlshed? x) /‘"’F
while( B ) {

A Loop
B V{ ] Invariant
Violation

| variant pre := V(...); ). , 1\’ ° . Elﬁ'
Shoay ’\I‘rgt r‘ A @/\ _@
|variant_post = V(...) ;| H K S e a T ) Postcondition
7. ’\! € N e Tl Violation
?9{ V20AV<V, B!

assert variant_post >= 0; : V
assert variant_post < variant_pre;

[assert I(...)} (* Is LI preserved? =) Sbodyl;{ﬂ‘ {\]7, p‘,og‘: .\)&‘\

V< Olv V=V, LO?P

}
asserth;l (* Postcondition =)

Variant
Violation




Contracts of Loops: Example

Assume: Q and R are tfrue

1)’2 Specification
4 kariant_pre = 0, variant_post = OI
5 { > -
6 assert T (i); e Mot rhf QF 317[("6
7 while (i <= 5) {
8 variant _pre := V(1) ;S A
o 2lii=1+1; |~ ""7,
10 variant_post := V(i);

assert variant_post >= 0;

12 assert variant_post < variant_pre;
13 assert I(1);

14 b5

15 }

end of iteration| i | 1

Vpost

Vpre

b-1=§|b-2=4

h“"-l:w N
~N R
~N

DEwN H

) - @lw

Runtime Checks

Precondition
Violation

Loop
Invariant
Violation

Postcondition

K Violation
Vz=0AV<V, .

Sbodyl

X V<OovVizy,
i ok 2

Loop
Variant
Violation




Tt

Contracts of Loops: Violations

O©CoNOOOTRA~WN =

{

I(i) ==
V(i) ==
——algorithm Ioop invariant_ test
variables i = 1,

(1 <= 1) /\

6 - 1

(i <= 6)

variant_pre

assert I(1i);

while (i <= 5) {
variant_pre := V(1i);
i =1+ 1;

variant_post := V(1i);
assert variant_post >= 0;

0,

Specification

Assume: Q and R are true

variant_post

assert variant_ post < variant_pre;

assert I(i);

invariant: 1 <= i <=5

variant: 5 - i

V20AV<V, A

x Sbmwl

Runtime Checks

Precondition
Violation

Loop
Invariant
Violation

Postcondition
Violation

Loop
Variant
Violation

V<OovVzYV,

...........

P .




Contracts of Loops: Visualization

-6

Exit condition

Previous state &
S{n (

v
|Initialization Invariant Postcondition
e
Bod )
BOdy‘L e Bodly
Q\th
L el " &
b (B el %
e A
)
1' /l%
2 %



Correct Loops: Proof Obligations

e Aloop is partially correct if:
o Given {recondition Q, the initialization step S;,; establishes L/ |.

Q\E mef { ng

o At the end of Spogy, if Not yet to exit, L/ / is maintained.

RY Swdy $ T3

o If ready to exit and L/ | maintained, postcondition R is established.

BALL 5 K
{Q} * A loop terminates if:

Sinit e 10 o Given L/ /, and not yet to exit,maintains Lb@as non-negative.
assert I(...); r 3
while( B ) { ‘E\ZI A BS S‘wp‘y { /\/7/05

variant_pre := V(...); o Given LI I, and not yet to exit, Spoq, decrements LV4V/.
Sbody é I A B 3 S M { £ 3
variant_post := V(...); i )/ 'V 7

assert variant_post >= 0;
assert variant_post < variant_pre;
assert I(...);

{R}



Correct Loops: Proof Obligations Example

1 (1 <= 1) /\ (i <= 6) H H

v - — Specification

3 §--algorithm Ioo nvariant_test

4 variables 1 = variant_pre = 0, variant_post = 0;

5 {

6 assert I(1i);

7 while (i <= 5) {

8 variant_pre := V(i);

9 i:=1+ 1;

10 variant_post := V(1);

11 assert variant_post >= 0,‘ ° Aloop is partiallycon’ect |f

}:23 asser: ve(zr)iant_post < variant pre; o Given precondition Q. the initialization step S;;; establishe
assert I(i); - e -, =

14 / 1603 Jort 121 Tuel 12| § €24 XA

15 o At the end of Speqy, If NOt yet to exit, LI I is maintained.

o If ready to exit and L/ I maintained, postcondition R is established.

e A loop terminates if:
o Given LI I, and not yet to exit, Spoq, maintains LV V as non-negative.

o Given LI /, and not yet to exit, Spoqy decrements LV V.
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